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DIGITAL POLICY

Introduction

The ability to function in the digital space is indispensable for students to meaningfully
engage in education, work, and life today. Schools have the responsibility of embedding the
development of digital skills in every aspect of teaching and learning, and most importantly
ensuring the safety and security of students while engaged in the digital space.

Purpose

« Set out ADEK's requirement that schools develop and implement a digital strategy
regarding technology use, digital competencies, digital security, and required
resources.

* Ensure schools invest in developing students' digital skills and competencies.

» Ensure schools educate students on the responsible and safe use of the online
environment and protect them from inappropriate or harmful digital content and
interactions.

* Ensure schools put in place systems and procedures to safeguard digital security.

* Ensure schools comply with Federal Decree Law No. (45) of 2021 on the Protection
of Personal Data.

Policy

1. Required Documentation

1.1 Schools shall develop, implement, and make available on their website (in Arabic and
English): a digital strategy; responsible usage policies; framework for external provider
selection; data and cybersecurity plan; cybersecurity incident response plan; data protection
plan; and digital/social media policies.

2. Digital Strategy and Oversight

2.1 Schools shall develop a 5-year digital strategy covering technology deployment, assistive
technology, student digital competencies, infrastructure plans, security mechanisms, and
staff training. A Digital Wellbeing Committee or Lead shall conduct annual reviews and
maintain all digital policies.

3. Digital Competencies

3.1-3.2 Schools shall define digital competency outcomes by grade and integrate them into
the curriculum. Staff training shall cover digital infrastructure, student learning outcomes,
data protection, cybersecurity, and digital safety measures.

4. Responsible Usage and Digital Safeguarding
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4.1 Schools shall develop responsible usage policies for students, parents, staff, and visitors
covering permitted/prohibited uses, personal device rules, VPN restrictions, password
standards, data sharing standards, and academic honesty.

4.2 Schools shall implement programs and systems to protect students from online risks
including inappropriate content, unsafe interactions, cyberbullying, and financial scams.

4.3 Every digital incident shall be recorded, documented, signed by the Principal, and stored
for auditing.

5. Digital Infrastructure

5.1-5.5 Schools shall ensure secure digital devices, access to ADEK systems for staff,
distance learning readiness, assistive technology for students with additional learning needs,
and a third-party risk assessment framework for external IT providers.

6. Data and Cybersecurity

6.1 Schools shall establish robust cybersecurity controls including: multi-factor
authentication, data encryption, network security (firewalls, web filtering), endpoint
protection, data backup/recovery, data loss prevention, security awareness training, incident
response plans, physical security, regulatory compliance, and cloud security.

6.2—6.6 Schools shall maintain digital infrastructure, ensure safe use of external learning
applications, safeguard virtual interactions with invited visitors, implement secure
backup/storage, and develop cybersecurity incident response and business continuity plans.

7. Data Protection

7.1-7.3 Schools shall develop a Data Protection Policy covering types of personal
information collected, consent requirements, data sharing conditions, and non-disclosure
agreements. Schools shall provide data to ADEK upon request and develop an annual data
protection plan compliant with Federal Decree Law No. (45) of 2021.

8. Digital Communications

8.1 Schools shall develop a Digital Media Policy requiring written parental consent before
photographing/recording/publishing students. A Social Media Policy must govern school
social media accounts, content standards, and moderation.

8.2-8.5 Staff personal social media rules apply. Staff shall not use personal emails to
communicate with students or parents. Schools shall maintain updated websites with all
required content.

9. Compliance

9.1 Effective AY 2024/25. Full compliance expected by AY 2025/26. Failure to comply is
subject to legal accountability under ADEK regulations and Federal Decree Law No. (31) of
2021.

Publication

2024 (January) ADEK_School_Digital Policy_v.1.0 | Department of Knowledge and
Education (ADEK)
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This policy replaces Policy 13 and Policy 65 in the Private School Policy and Guidance
Manual 2014-2015.
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